Are potential business liabilities
hiding in plain sight?

Assorted risks can be lurking beneath the surface,
waiting to cause a multitude of problems. How are you
managing contractor risk?

__
Financial Health & Stability .

Australian businesses are facing higher . Prequqlify and Continuously assess
interest rates, inflation, labour shortages contractor financial information.
and supply disruptions, putting pressure « Monitor both local and global financial data
on profitability. to gain a comprehensive view.

. ' « Ensure real-time transparency of contractor
For the median company, net operating operations.

profit margin was 2.5% lower than pre-
pandemic levels!.

Sanctions, Violations & Fines
KEY FACTS: ACTION STEPS:

Australia implements UN Security C.ouncil . e Check your sanctions Comp”QnCe Systems
and Australian autonomous sanctions. It is include a process for rapidly identifying and
a serious criminal offence to contravene a reSpOﬂding to ChGngeS to your Compony's

sanctions measure and the penalties
include up to ten years in prison and
substantial fines.

obligations under Australian sanctions laws,
and ongoing due diligence of all activities for
potential sanctions risk, including in relation to
contractors.

Legal Actions & Penalties

KEY FACTS: ACTION STEPS:

Australian businesses lose 5% of « Review legal notifications and news articles for any
revenue to fraud every year. A typical references to contractors.

fraud case lasts 12 months before « Monitor the worldwide activities of both new and
detection and causes a median loss of

current contractors.
 Conduct a comprehensive assessment of each
potential partner before formal onboarding.

RISK4_
Modern Slavery
KEY FACTS: ACTION STEPS:

Australia’s Modern Slavery Act requires . Prioritise supply chain visibility to monitor labour
companies with a annual revenue of more than conditions closely

$100 million to report annually on the risks of 8 ' . .
modern slavery in their operations and supply - Implement and enforce policies to identify offending
chains’, contractors

$117,000¢.

- Use scoring and reporting tools to check contractor

More than 1,900 people in Australia are victims )
compliance

of modern slavery.

Only 1in 5 victims are detected in Australia®.

) ) )
KEY FACTS: ACTION STEPS:

Greenhouse Gas Emissions

Australia’s Climate Change Bill 2022 outlines Monitor the ESG reports of all supply chain
national targets for a 43% decrease of collaborators.
emissions from 2005 levels by 2030,with a net-

zero target achieved by 20507 Equip contractors with resources for

calculating emissions data.

Scope 3 emissions are typically80-90% of your ~ ° Credte, assess, and enforce ESG standards
carbon emissionss. to align with both existing and forthcoming

regulations.

Unvetted Subcontractors

KEY FACTS: ACTION STEPS:

The Australian industry with the highest - Make strategic investments in tools that
e T mprove subcontractor ransparency
- Establish and rigorously enforce precise
compliance and insurance prerequisites
for all contractors.
- Remove contractors that pose financial
risks or increase liability concerns from
your operations.

RISK7_
Unqualified Workers

KEY FACTS: ACTION STEPS:
Under WHS laws, a person conductinga . Verify and validate worker credentials and emphasise
business or undertaking (PCBU) must LT

: : : g.
provide workers with the essential . . oy
information, training, instruction and - Allocate and monitor on-site requisites at both the
supervision needed to carry out theirwork!©, company and individual employee levels.

« Decline access to workers who do not meet your

Your PCBU duties are not transferable. You stipulated criteria.

can not contract out of your duties".

Site Incidents & Citations

KEY FACTS: ACTION STEPS:

There has been more than 1,850 traumatic - Guarantee that all employees have
injury fatalities in Australian workplaces, access to safety assessments and
over the last 10 years and more than other essential resources.

1,140,000 workers have made a serious
workers’ compensation claim involving
more than one week of working time lost!.

- Mandate and rigorously enforce the
utilisation of personal protective
equipment.

« Perform post-work evaluations to
assess both work quality and safety
measures.

Data Threats & Cybersecurity

KEY FACTS: ACTION STEPS:
40% of cybersecurity breaches in - Screen all new and current vendors in
vectors’3,

acceptance criteria.

Globally, 98% of organisations have a >RSI € ssEes e [EHEL eigiie
relationship with a third party that has security reports for each supplier.
been breached'. - Instruct and provide training to all

employees on optimal security and data
protection practices.

Disparate Data

KEY FACTS:

ACTION STEPS:

32% of data leaders report lack of a compete
view of data estate as being the main barrier - Integrate your critical business systems to
to success. 91% predict an increase in data reduce risk.

sources and 45% plan to prioritise gaining a

) ) « Check data security and open integration
single viewof fragmented data'. Y P g

capabilities when acquiring new technology.

- Investigate integration compatibility to
ensure new systems fit in your existing tech
stack.

Avetta One empowers you to effectively mitigate risks throughout your entire supply
4 \\\ chain. Our platform enables you to enforce safety and sustainability policies, oversee

worker qualifications, and access real-time business risk data precisely when it

Avett a. matters most.

Visit avetta.com
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