Avetta

Plug into the Power of
Analytics to Minimize

Supply Chain Risks




\\

Avetta

l Sounding the Alarm Before It's Too Late

With modern supply chains scaling in size, supply chain
risk management (SCRM) needs to be swift and accurate.
Partly due to effects of digital transformation, supply
chains have begun to mutate and generate terabytes of
data on a daily basis. This has presented both a challenge
and an opportunity. On one hand, the deluge of

information can create chaos for an organization. On the
other, with the right data strategy, this data can become a
gold mine for preventive information. As a result, pressure
is building up to create risk management initiatives that
not only leverage digital architecture, but also include
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Supply chain risks can arise at all levels of the hierarchy
and need to be mitigated at the source.' Managers,
compliance and insurance officers, and even corporate
leaders need to have access to insights that support their
risk minimization strategies. To keep pace with evolving
needs, SCRM software needs to function almost
intuitively, encompassing various functions from data
collation to analytics. As a result, companies will have
greater control over their spread of operations and can
respond to the volatility of demand and supply with
relative ease. Products and services can be launched
faster, while ensuring risk-free, sustainable operations.

The right SCRM software should, therefore, be able to facilitate:
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2 Illustrating the Need for SCRM

A global pharmaceutical company was struggling to deal with the administrative burden of occupational safety and
health administration (OSHA) compliance.” The company’s overflowing file cabinets of contractor information meant
not merely inefficiencies and costs, but also persistent risks due to lack of transparency. For instance, there was no easy
way of knowing which contractor was due for review. Staff would need to look at the paperwork — and there was no
system of notifications or reminders. At one point, the company started running out of office space for documents.

Vendor verification

LLLL tedious and

Just looking up a contractor’s experience modification
rate (EMR) meant looking up hundreds of pages of
information. Once the company implemented

a centralized system of contractor management
provided by Avetta, staff members could easily look up
each contractor’s status in the system.

The flags — in red, amber, or green — against each contractor are simple and unmissable. Ultimately, with Avetta’s
robust supply chain risk management solution in place, the biopharmaceutical major went on to reduce the
administrative workload and realize an operational savings of $60,000 per facility. At the worst, inadequate preparation

for dealing with risks can even lead to fatalities.
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In 2018’ D H L was Investigations and court proceedings revealed that the

° egge failure of a wheel-locking mechanism critical to loading
fl I‘Ied £2 mi uIOI‘I and unloading of goods had led to the fatality. In effect,
the company admitted to violations of workplace

over the death of one health and safety standards. Such incidents are,

unfortunately, quite frequent, especially in logistics-

of its depot Worke rs.3 related occupations.

For instance, transportation and material handling is one of the deadliest professions in the U.S., with 807 heavy and
tractor-trailer drivers losing their lives in 2017.*

Partly due to incidents like this, risk management is already a key consideration when companies design and monitor
supply chains. However, current risk management initiatives are largely inadequate to address the complexities of
modern supply chains that often have multiple layers of vendors.”
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3 Monitoring Ever-Changing Vendor and Contractor Networks

Forward-thinking enterprises are striving to limit not just supply chain inefficiencies and risks of injury, but also the
reputational and financial losses resulting from these. However, as seen from the examples cited above, and dozens
of other real-life situations, these measures are mostly reactive — Band-Aids on bleeding reputations.

Proactive relationship building within the partner ecosystem allows for better monitoring, while blocking avenues that
weaken the supply chain. This should be predicated on detailed and informative vendor profiles and reliable historical
data pertaining to contractor performance and vendor reputation. To achieve this, data collation alone will not suffice.

® Supply chain leaders are increasingly relying on analytics to make better
decisions across all areas of vendor management — identifying vendors,
verifying their details, performing due diligence, assigning risk scores,
mitigating those risks, helping contractors and vendors achieve
compliance, and setting in motion a practice of continuous monitoring
= and improvement.
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# t Future-Oriented Models of SCRM

Managers and executives need to unlearn conventional methods of
contractor and vendor management based on paper files, spreadsheets,
or legacy enterprise resource planning (ERP) and SCM systems. With

automated analysis of supplier and contractor data, company staff can be
freed up and upskilled to focus on risk minimization and value generation.

Screening Suppliers

Managing regulatory, ethical, and reputational risks associated with
contractors and suppliers is essential, especially with regard to illicit
activities — trafficked labor, insurance non-compliance, violation of
acceptable working standards, and corruption. Companies need to
maintain rigorous processes for vendor investigation and qualification. At
the same time, analog verification methods are not only cost-intensive but
also time-consuming.® A disaster lurking in the horizon might hit the
company well before a manual investigation is concluded.

The problem does not end there. Depending on traditional models of due
diligence also entails running the risk of having outmoded data sets at the
company’s disposal. After all, many industries face the reality of volatile
supply chains, where data quickly turns obsolete. This calls for the
implementation of automated solutions” — robust verification models
capable of integrating and monitoring constantly changing big data.

\ Taking a leaf out of the handbooks of law enforcement agencies, current
supply chain risk models make use of watchlist screening analytics. This
helps companies minimize risks by being on the lookout for adverse
media reports and potential issues, thereby arriving at better
procurement decisions.

With technological advancement, this has become easier; companies now
dig deeper into their data sources and employ link analysis.® This paves
the way for enhanced screening programs, enabling companies to keep
ties with vendors that surpass compliance criterion.
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Our innovative and configurable tools help companies bring complete transparency to their supplier prequalification
process. Vertical Limit Construction, which provides infrastructure services to telecommunications companies in North
America, had a manual and cumbersome vendor identification process. New contractor onboarding was resource-
intensive and slow.’

Avetta’s solutions transformed the organization’s contractor prequalification, safety training and monitoring, and
regulatory compliance processes. The company can now easily geographically segment, screen, and shortlist
contractors. As a result, the time taken for overall contractor selection and approval has reduced by more than 50%.

Automatically Analyzing Data to Derive Insights

Contracts, reports capturing on-site visits, procurement documents,
and other forms of unstructured data are integral to SCRM. Effective
analysis of such data calls for pattern recognition within the

" unstructured datasets, sentiment analysis, and natural language
processing (NLP) tools. Forinstance, a sentiment analysis tool might
scout through unstructured data such as comments available on a
public forum and assign risk levels to each vendor.

Dashboards and reporting tools that can instantaneously convert
complex datainto visual information help executives and managers
take into account the disparate but relevant data that’s available to
the enterprise. Intuitive visualization of data offers decision-makers
the benefit of immediate insights presented in an easily
understandable format.

Since risk mitigation requires quick action, having templates on hand to speed up the reporting process can save
precious minutes during decision-making. Avetta allows you to edit report templates to display information that’s most
important to you, and to identify trends and early indicators of potential issues. You can easily build your own analysis
to answer questions based on the data available in the system - and not just data from your organization.

With over a decade of historical safety and sustainability statistics in
Avetta’s solution, operators can not only view progress over time, but
also compare with their peers and identify areas where they are lagging
- and where they are doing better.
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Further, analytical tools that can crunch data and highlight the relevant insights on a dashboard will allow supply chain
teams to quickly build out risk mitigation tactics based on various scenarios and vendor information. Regulatory affairs
officers and procurement teams can monitor daily updates on vendors through visually differentiated schemas that
indicate different levels of risk. Avetta’s analytics solution even allows businesses to perform their own vendor analysis
without the need for intervention.

Huntsman Corporation, a chemicals company, earlier used manual processes for contractor prequalification.
Contractors filled out forms and information was saved in spreadsheets. “When plant managers needed information, I'd
get the phone call because they didn’t have access to that data,” says David Matheny, who is in charge of Corporate
Safety. “Very inefficient,” he adds, “and very, very time consuming.”

Now, with each contractor’s status indicated as a green, amber, or red flag on the Avetta system, security personnel at
each facility will know to allow contractors into the plant only if they are green-flagged.

® As aresult of this and other improvements, the company’s total

recordable incident rate (TRIR) for contractors in the U.S. has dropped
by 74%. Companies across the board are noticing lower TRIR with
Avetta. In the last three years, on average Avetta clients have reduced

u their TRIR by 54%.
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Automating Reporting and Monitoring

It's not enough to generate regular reports:

Companies need to continuously monitor their vendor ecosystem,
without which they run the risk of bearing liabilities on account of
vendors whose insurance, certifications, or other compliance details
are outdated.

An automated vendor/contractor prequalification and screening system allows operators to group third parties into
categories based on specific criteria and distribute reports to key stakeholders on a pre-determined schedule. Avetta’s
solutions include a baseline scoring module that can be customized per industry and company requirements. For
instance, safety professionals in a company can ensure that contractors are regularly monitored and identify those with
higher risk associated.

Historical data, accumulated over months or years, can also be used to screen a contractor in the pre-bid selection
process. With this, it becomes comparatively easier for a company to identify safe contractors and reward them with
more work, while separating from poor performers. To facilitate constant monitoring, relevant insights need to be
automatically distributed to decision-makers at specific intervals.
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¥ Analytics software also helps companies respond to exigencies in
realtime, with alerts going out to relevant stakeholders.

Since contractors in the field can access the system from any mobile
device, they can update data in realtime, allowing operators to instantly
be informed of any change or potential problem. This experiential data
m can later prove to be invaluable while building risk mitigation strategies.

As inspections happen and more and more data is collected, companies can collate this data into reports to drive
actionable decision-making across areas such as contractor insurance verification. An example of this is Avetta’s
cloud-based Insurance Monitoring services that have helped companies like EPCOR collect and track insurance
verification certificates of contractors and ensure that they are adequately protected.*!

Theservice relies on an advanced and intuitive document management system that can be configured to the company’s
requirements. The platform allows contractors to upload insurance documents at regular intervals. Avetta’s specialists
then monitor and verify the certificates to help EPCOR quickly identify compliant contractors who meet the insurance
requirements. Automated alerts notify stakeholders of changes in supplier status and also remind contractors to renew
insurance or certifications.
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5 The Road Ahead: Next-Generation Analytics for Risk
Mitigation and Value Creation

With IDC predicting that 50% of all business analytics software applications will incorporate elements of
prescriptive analytics by 2020, SCM leaders are ensuring that their IT infrastructure is well equipped to handle
the deployment of intuitive solutions.

This will be path-breaking, as cognition-driven analytics (CDA) will enable risk minimization through techniques of
adaptive machine learning. As a result, analytical capabilities will scale over time, as will the ability to derive meaningful
information from unindexed, unclassified data.

Further minimizing human intervention, CDA will be capable of creating and analyzing test scenarios to evaluate
potential outcomes, arrive at auto-generated results, and mitigate errors with greater speed and precision.

The onset of the next generation of self-generating analytics is imminent. CDA will bring order to multiple tiers of vendor
collaboration and synchronization across the supply chain. While it’s relatively easy to gain visibility of in-house supply
chain operations, things tend to become blurrier as we move downstream. These are the areas that serve as epicenters
of supply chain disruptions.

To mitigate this, companies will have to start mapping their supply chains in greater detail. This is not an easy task since
it requires strong communication and trust with tier-1 suppliers, vendors, and contractors. The next step involves getting
access to quality information and leveraging the ever-growing pool of available data. Add to this the ability to harness
predictive analytics to better predict future threats, and supply chains of the future will be more resilient in the face of
any external storm.
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About Avetta

Avetta connects leading global organizations with more than 85,000 qualified suppliers, contractors, and vendors

across 100+ countries. We support the sustainable growth of supply chains through our trusted contractor
prequalification, supplier audits, insurance monitoring, robust analytics and more. With real results in helping
companies reduce TRIR, our highly configurable solutions elevate safety and sustainability in workplaces around
the world—helping workers get home to their families each night.

Let’s connect at avetta.com



