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Why Leading Indicators Are Important 



https://www.avetta.com/clients/solutions/business-risk/business-financial-risk


https://www.avetta.com/clients/solutions/health-and-safety/safety-maturity-index






5. Cybersecurity Risk Indicators 


Overview 


Cybersecurity risk is a potential leading indicator that could impact a supplier's future viability. With 
increasing reliance on digital infrastructure, cyber threats can affect a supplier’s operations and service 
delivery. This metric may be particularly important depending on the degree of electronic integration 
within the supply chain. If forecasts, demand, and purchase orders are enabled through electronic 
exchange, the impact of a cyber event disrupting this information value stream may be devastating. No 
less so is the impact on intellectual property protection. Losing control of or poor hygiene around 
cybersecurity with suppliers exposes your critical product and service information to potential 
competition.


https://www.avetta.com/clients/solutions/business-risk/contractor-cybersecurity-risk
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Sources of Benchmarking Data


Best Practices for Benchmarking in Procurement�

Organizations can obtain benchmarking data from multiple sources, including platforms like Avetta, 
independent research from consulting firms like Kearney and McKinsey, and industry-specific reports 
like the Report on Business from the Institute for Supply Management (ISM)³.  


Many of today’s supply chain management and procurement SaaS solutions have analytics 
capabilities that offer benchmarking comparisons of suppliers, categories, and industries. This 
information is valuable when the team uses the analysis around people, process, and technology to 
drive outcomes. 


� Clearly Identify Your Benchmarking Goals: The key to effective benchmarking is to (a) define what 
the function hopes to gain from the exercise, and (b) ensure that the benchmarks constitute a 
legitimate baseline that offers realistic and actionable information. ‍This may require work to properly 
define the problem statement.�

� Use a Variety of Sources: Seek benchmarks from many sources. An organization may artificially 
appear stronger than reality if the benchmarks are not carefully selected from a wide range of 
sources. Seeking diversity of viewpoints helps organizations think outside the box to drive innovation. �

� Continual Use of Benchmarking Data: To get the most out of benchmarking, procurement 
specialists should regularly compare their performance against the best-in-class, identify 
actionable insights, and adapt their strategy to address any weaknesses. Benchmarking should 
never be a “one-time” effort. A minimum of once a year, if not biannually or quarterly, depending on 
the scope, is best practice. As stated, the business environment changes dynamically throughout 
the year. Therefore, benchmarking needs updating with some frequency either based on a specified 
time period, or within a certain period of time following an event.�

� Leverage Information from Solutions like Avetta: Procurement teams can use platforms like Avetta 
to benchmark their performance against industry peers and gain valuable insights into how they 
can improve efficiency, reduce costs, and mitigate risks. 


We operate in a dynamic world where the business environment is always changing. Innovation and 
disruptive technologies present opportunities and risks all the time. Benchmarking allows organizations 
to identify trends and build strategies to address them faster and more precisely. 


Benchmarking is therefore an essential tool for procurement professionals. It enables organizations to 
stay competitive, understand their market position, and strategically plan for future growth and risk 
mitigation. By setting goals, using a wide variety of sources, and leveraging modern tech platforms, 
procurement teams can lay the foundations for a data-informed continual improvement process that 
can greatly increase the efficiency and maturity of their procurement organization.  
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Sources and Best Practices for Benchmarking Data 
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As with any strategic shift, the most important thing is to take action. Don’t merely gather and analyze 
data but use those KPIs along with benchmarking to develop plans for taking actionable steps to 
improve your procurement organization and supply chain resilience. 


By proving your case with data, getting leadership buy-in, breaking down siloes, following a PDCA 
process, and making sure first to crawl, walk, and then run, you will create a virtuous continual 
improvement cycle that transforms your organization from just monitoring to systematically 
eliminating risk in your supply chain.

Take Action in the Face of Uncertainty 
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Failing to prepare is preparing to fail.


John Wooden, Former NCAA basketball Head Coach

If you know the enemy and know yourself, you need not fear 
the result of 100 battles.


Sun Tzu, The Art of War
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Conclusion

Avetta is a SaaS company providing supplier risk management solutions which couple technology with 
knowledge and expertise to drive impact. Avetta’s platform is trusted by over 130,000 suppliers in over 
120 countries. 


Visit Avetta.com to learn more about our supplier prequalification solutions. 

https://www.avetta.com/?r=0
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Additional Supply Chain Procurement Resources

Industry Resources 


Strategic Supply Chain Management, the 5 Disciplines for Top Performance, Cohen, Shoshanah and 
Rousell, Joseph, McGraw-Hill, NY, 2005. 


This book explores five critical disciplines—configuration, optimization, collaboration, adaptability, and 
execution—that underpin effective supply chain management. Cohen and Roussel provide actionable 
insights and frameworks for aligning supply chain strategies with business goals, emphasizing the 
importance of innovation and integration. 


The Extended Enterprise, Gaining Competitive Advantage through Collaborative Supply Chains, Davis, 
Edward W. and Spekman, Robert E., Prentice Hall, Upper Saddle River, NJ 2004. 


Davis and Spekman argue that competitive advantage lies in fostering strong, collaborative 
relationships across the supply chain. The book highlights the value of transparency, shared goals, and 
trust in building extended enterprises that outperform competitors. 


The Power of And, Responsible Business Without Trade-Offs, Freeman, R. Edward, Martin, Kirsten E., and 
Parmar, Bidhan L., Columbia University Press, NY, NY 2020. 


Freeman, Martin, and Parmar challenge the traditional notion that businesses must choose between 
profitability and social responsibility. They propose a model of "both/and" thinking, showing how 
companies can align ethical practices with long-term financial success. 


Lean Supply Chain Management, An Executive’s Guide to Performance Improvement, Donovan, R. 
Michael, R. Michael Donovan & Co. Inc. Framingham, MA 2003. 


Donovan introduces lean principles to optimize supply chain performance, focusing on eliminating 
waste, improving efficiency, and enhancing value for customers. The book serves as a practical guide 
for executives aiming to implement lean practices across supply chain operations. 


The Living Supply Chain, The Evolving Imperative of Operating in Real Time, Handfield, Robert and 
Linton, Tom, John Wiley & Sons, Inc., Hoboken, NJ 2017 


Handfield and Linton emphasize the importance of agility and real-time decision-making in today’s 
dynamic supply chain environments. They discuss how digital technologies enable "living" supply 
chains that adapt to changes and deliver value more effectively. 
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Additional Supply Chain Procurement Resources

Avetta Resources�

�� Moving Toward the Future: Holistic Supply Chain Risk Mitigation: This whitepaper explores the 
importance of an integrated HSE and procurement approach to supplier qualification and risk 
mitigation, including top risk indicators often overlooked.�

�� Supplier Classification: A Differentiator in the Modern Supply Chain Landscape: Managing a large 
network of suppliers and contractors means procurement departments are spread thin. A supplier 
classification methodology makes it more efficient to tailor prequalification requirements to each 
supplier without mountains of additional work required.�

�� Dodging the Bullet: Hidden Risks in Your Supply Chain That You Can’t Ignore: This article uncovers 
costly risks hiding in many supply chains that procurement professionals should be aware of when 
evaluating potential suppliers and contractors.�

�� America’s Skilled Labor Shortage: Tech Tactics to Get Through Tough Times: Finding qualified 
contractors and workers in skilled trade industries is harder than ever, but the right sourcing tactics 
can help bridge the hiring gap.�

�� Avetta Contractor Sourcing Solutions: Procurement professionals can significantly improve their 
sourcing process using Avetta’s active database of 130,000+ suppliers and contractors, while vastly 
improving prequalification and onboarding with Avetta tools.�

�� Avetta Prequalification Solutions: Reduce administrative burden on the procurement department 
with comprehensive digital prequalification, vetting, and onboarding processes for suppliers and 
contractors.�

�� Avetta Case Study: Australian Railway Leader: A leading railway operator with a giant fleet vastly 
improved a broken procurement process with Avetta, standardizing and streamlining the supplier 
prequalification process.�

�� Avetta Case Study: Vertical Limit Construction: Telecommunications infrastructure company 
Vertical Limit improved their procurement efficiency by 50% after tapping into Avetta’s network of 
thousands of qualified suppliers and contractors. 

https://www.avetta.com/blog/holistic-supply-chain-risk-mitigation
https://www.avetta.com/blog/supplier-classification-a-differentiator-in-the-modern-supply-chain-landscape
https://www.avetta.com/blog/dodging-the-bullet-hidden-risks-in-your-supply-chain-that-you-cant-ignore
https://www.avetta.com/blog/americas-skilled-labor-shortage-tech-tactics-to-get-through-tough-times
https://www.avetta.com/clients/solutions/platform/contractor-sourcing
https://www.avetta.com/clients/solutions/health-and-safety/prequalification
https://cdn.prod.website-files.com/65268ba90e8542d639bff011/65fd054ea00526349c480706_Australian%20Railway%20Leader%20Reduced%20Labor%20Costs%20by%2080%25%20with%20Avetta.pdf
https://cdn.prod.website-files.com/65268ba90e8542d639bff011/65fcfe854ecf5b4cf59249f6_Vertical%20Limit%20Construction%20Accelerates%20Search%20and%20Selection%20Process%20for%20Qualified%20Contractors.pdf
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